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What You Need to Know 
about IT Security Threats

CYBER SECURITY 101 
FOR ACCOUNTANTS

BY  

DAVID SIAH & ANDY LIOU

Corporate finance professionals 
deal with large volumes of 
sensitive information on a daily 

basis. This includes financial, strategic 
and client information which in the 
wrong hands could lead to significant 
consequences such as data loss, breach 
of trust and/or substantial financial 
loss (for example, through fraudulent 
invoices or ransomware – critical data
 that is made inaccessible and held 
hostage until a ransom is paid). It 
is imperative that members of the 
accountancy profession increase their 
awareness of cyber security issues 
in order to protect both themselves 
and their clients, particularly so given 
the increased reliance on information 
technology (IT) and the Internet to 
conduct business.

Advanced cyber threats are 
on the rise and it is inevitable that 
organisations will be attacked. The 
question is, how do they protect what’s 
most important from being taken?

If an organisation hasn’t already 
been attacked, it is more than likely it 
will be at some point in time – sooner, if 
it is in the high-risk category of having 
something of significant extrinsic 
value to the attackers (credit cards, 
customer data, confidential business 
plans, etc).

1  www.av-test.org/en/statistics/malware/
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In 17 minutes, the total number 
of all new malwares discovered 
today will exceed that for a full year 
a decade ago in 2004.1 If we apply the 
same growth rate in dollar terms, 
every $100 invested in 2004 would 
be worth a cool $3 million today. 
This exponential explosion in threats 
means that inevitably, every business 
big and small will be attacked at some 
point – particularly those companies 
where the potential payoff is much 
higher than the effort required, and/
or the likelihood of being caught and 
prosecuted is much lower (risk-versus-
reward ratio is just as important  
to criminals as it is to any other for-
profit business). 

To compound matters, security 
has traditionally played catch-up to 
the threats, and the gap is always 
largest during the emergence of 
each successive wave of new threats.  
Malware is increasingly becoming 
more sophisticated and evasive, just 
like the biological world where viruses 
mutate and evolve into more deadly 
and drug-resistant forms (for example, 
Ebola). In 2014 alone, there were 
more publicly-disclosed breaches, 
particularly from well-known 
companies including Target,  

s
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The lack of oversight to ensure 
current security arrangements are 
appropriate is slowly starting to 
change as companies realise that 
attacks have serious business impact 
over and above the bad publicity 
arising from breaches or website 
defacements. This includes monetary 
losses (JP Morgan Chase), opportunity 
costs due to downtime (Sony 
PlayStation network offline), future 
earnings risk due to loss of customer 
trust, significant clean-up and repair 
costs as well as potential litigation 
from shareholders, customers and the 
government if any laws are found to 
have been broken (for example, the 
Privacy Act). 

ImprovIng securIty, 
defendIng agaInst apts
According to a 2014 survey 4 of more 

thinly-disguised cost-cutting exercises 
rather than progressive strategic 
decisions, that is, cost containment 
appears to be placed above investment 
for the future. Also, there is a weak 
link between management and day-
to-day operations, and very few senior 
management leaders understand 
technical concepts well. Consequently, 
corporate boards may fail to review 
their privacy and security budgets 
and security programme assessments, 
which in turn leads to chronic under-
investment over time and a reactionary 
approach to security incidences or 
breaches. This inadequacy not only 
increases the chances of security 
incidents happening over time, it also  
increases the cost of managing security  
for the organisation. Indeed, the adage 
that prevention is better than cure 
equally applies to IT security. 

JP Morgan Chase, Home Depot and 
Sony. The culprit? – a new class 
of malware known as Advanced 
Persistent Threats (APTs)2, which has 
been able to achieve a very high rate of 
attack success due to a combination of 
two factors – these attacks are highly 
customised and created specifically 
for their victims, and the inadequate 
preparedness of their intended victims, 
whose traditional security methods  
are ineffective.

apts and cyber  
securIty rIsks:  
not just It Issues
Traditionally, the senior management 
team and board of directors have 
viewed IT generally, and IT security 
specifically, as a responsibility for their 
IT teams to manage and mitigate. The 
Institute of Internal Auditors (IIA)’s  
Pulse of the Profession survey report 
in 2014 reveals that only 14% of 
board members surveyed said they 
were “actively involved” in cyber 
security preparedness.3 As a result, the 
majority of security “initiatives” are 

2 http://apac.trendmicro.com/cloud-content/apac/
pdfs/security-intelligence/white-papers/wp_trends-in-
targeted-attacks.pdf
3 2014 Pulse of the Profession North American Report, 
The Institute of Internal Auditors
4  www.isaca.org/Knowledge-Center/Research/
ResearchDeliverables/Pages/Advanced-Persistent-
Threats-Awareness-Study-Results.aspx
5  “What Corporate Boards Should Know and Do About 
Targeted Attacks and Advanced Threats”, September 
2014, Enterprise Strategy Group Inc

s
Advanced Persistent 

Threats, by their very 
nature, are custom-

designed, never-seen-
before threats which 

are specifically written 
for their victims and 
are used for once-off 

attacks rendering most 
traditional security 
solutions ineffective.
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2.   Deploying appropriate tools to 
detect and respond to an APT attack;

3.  Adopting a multi-layered defence 
strategy – present multiple 
security barriers which can  
thwart more basic attacks, 
increase the organsation’s  
chance of receiving some type of 
pre-emptive security alert or at 
least slow down advanced attacks, 
thus buying precious time to 
analyse and respond. 

Cyber security risks have now 
become business critical and as a 
result, corporate boards and senior 
management need to take a more 
active role. How do they do that? 
The Enterprise Strategy Group 
recommends 5 that they:
 +  Ensure the proper level of cyber 

security prevention;
 +  Invest in the right tools, data 

analytics and skills for cyber 
security detection;

 +  Create a chain of command and 
formal processes for cyber security 
response.  ISCA
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than 1,000 security professionals 
by ISACA (previously known as 
Information Systems Audit and  
Control Association), 66% of 
enterprises believe it is only a  
matter of time before they are hit by 
an APT, yet only 15% of these same 
enterprises are very prepared for 
such an APT attack. The survey also 
found that 21% of organisations 
have experienced an attack, yet only 
33% of these organisations were 
able to pinpoint the source of attack, 
potentially leaving them vulnerable  
to further attacks.

While standard security  
solutions including antivirus and 
antispam play a vital role in protecting 
an organisation’s data and operations, 
their limitation is that they are  
usually only able to detect threats 
based on a database of “known” 

malware via pattern-matching 
techniques, similar to law enforcement 
usage of large criminal databases  
full of fingerprints and mugshots. 
APTs, by their very nature, are  
custom-designed, never-seen-before 
threats which are specifically written 
for their victims and are used for  
once-off attacks rendering most 
traditional security solutions 
ineffective. Defending against  
APTs requires:
1.   An understanding of the six stages 

of an APT attack (Figure 1);

key security challenges 

VISIBILItY What’s really 
happening on my network?

DetectIoN how to identify 
what is evading my standard 
defences?

rISk ASSeSSMeNt What’s 
dangerous? What’s not? Who is 
behind this attack?

PreVeNtIoN Should I block this  
attack? how?

reMeDIAtIoN how widespread 
is this attack and what actions 
should be taken?

Figure 1 The APT Attack Sequence

Stage 1:  Intelligence gathering

Stage 2:  Point of entry

Stage 3:  Command and control 
communication

Stage 4:  Lateral movement and 
persistence

Stage 5:  Asset/Data discovery

Stage 6:  Data exfiltration


