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Then and Now

- Manual controls

- Stand-alone, 
simple applications

- Hardcopy source 
documents

- IT dependent 
controls

- More than simple 
applications sitting 
on network

- Integrated & 
automated 
controls

- Integrated &/or 
complex 
applications 

- Complex network

- Mobile computing

Then Now



What Now?

So, what is CYBERSECURITY? 
Cybersecurity represents many things to different people



What is Cybersecurity?
The process of protecting 
information by preventing, 
detecting, and responding to 
attacks. ~ NIST

The preservation of confidentiality, 
integrity and availability of 
information in the Cyberspace.

~ ISO27032

The security of a computer or computer system 
against unauthorised access or attack, to preserve the 
availability and integrity of the computer or computer 
system, or the confidentiality of information stored or 
processed therein ~ Singapore Cybersecurity Bill



We are in the Cyber Age

Sou rces:
• PwC 21st A nnual Global CEO Survey
• 2018 Global State of Information Security

40%

CEOs’ fastest-growing concern

40% of CEO’s around the globe are 
concerned about cyber threats. Up 
by 6 positions from 2017.

70%

Protecting Intellectual Property

70% of organisationsexpressedconcern about their inability to protect
intellectual property or confidential customer data

Current employees

emerged as 
organisations’ top 
likely source of 
security incidents

59%

59% of respondents

cited “compromise 
of sensitive data” as 
the biggest 
consequence of a 
cyberattack



The Cyber Challenges
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Relevance of Cybersecurity Risk 
and Cyber Attacks to Financial 
Statements Audits
• Cybersecurity risk is relevant to every entity – consider as part 

of risk assessment i.e. an entity’s business risks in a financial 
statements audit 

• Cybersecurity risk is an essential consideration in every 
financial statements audit – consider and assess the impact of 
such risk to the financial statements audit and where necessary, 
the extent of audit response required to address the risk

• Auditor only needs to consider those risks that could impact 
the financial statements and an entity’s assets

2 – 10 cyber 
incidents per 
year per org

E.g. Cyber 
attacks at 
your POS



Cybersecurity Risk Consideration 
and Assessment

Entity’s risk assessment process

• Technology risk management 
framework (in addition to ERM)

• Cybersecurity policy
• Risk register

Roles & responsibilities

• IT ≠ IT (Cyber) Security

• Right competency

• On Board agenda

Safeguarding assets

• IT asset list

• Data protection policy & strategy

• Backup strategy

• BCP/ IT-DRP
• Employee awareness

Security breaches

• Incident response plan/ 
management

• Crisis management & 
communications plan



Evolving business risks…
…impacting brand, competitive advantage, and shareholder value

Advancements in and evolving use of 
technology – adoption of cloud-enabled 
services; Internet ofThings (“IoT”) security 
implications; BYOD usage

Value chain collaboration and information
sharing – persistent ‘third party’ integration;
tiered partner access requirements; usage and
storage of critical assets throughout ecosystem

Operational fragility – Real-time operations;

product manufacturing; service delivery; customer
experience

Business objectives and initiatives – M&A
transactions; emerging market expansion;
sensitive activities of interest to adversaries

Historical headlines have 
primarily been driven by 
compliance and disclosure
requirements

Cybersecurity must be 
viewed as a strategic 
business imperative in 
order to protect brand, 
competitive advantage, 
and shareholder value

Unmanaged 
risks with 

potential long-
term, strategic 

implications

However, the real impact
is often not recognized,
appreciated, or reported

Highlights of activities impacting risk:



Scope of cybersecurity –
Technology types

Information 
Technology

Computing resources and connectivity for processing and 
managing data to support organizational functions and
transactions

Operational 
Technology

Systems and related automation assets for the purpose of 
monitoring and controlling physical processes and events or 
supporting the creation and delivery of products and services

Consumer
(Products and Services)

Technology

Computing resources and connectivity integrated with or 
supporting external end-user focused products and services

Cybersecurity encompasses all three technology types
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PwC

Consideration Areas
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Physical Security Assessment

• Physical access

• Security management 

• Asset protection

• Personnel security 

• Transport security 

• Physical environmental protection 
systems

ITGC Assessment

• User access management

• IT change management

• System development management

• Computer operation

• Data residency and sovereignty

• Network

• Compliance

Key System Assessment

• Application security

• Data encryption

• Operating system security

• Database configuration

• Interface security

• Network and remote access

• System integration

Infrastructure Assessment

• Application inventory

• Hardware inventory

• External vendor list

• Licence inventory list

• Standard configuration

• Network topology

Cyber Security
Risk Assessment

Entity Needs Re-Assessing Cybersecurity Risk Every Year



Audit Responses to Identified 
Cybersecurity Risk
• Design and implement audit responses to address the assessed risks of 

material misstatement at both the financial statement and assertion level

• May include assigning more experienced staff or those with special skills such as 
IT specialists to the engagement

• When ITGCs are tested in the financial statements audit, the auditor will assess 
whether the operating effectiveness of relevant IT dependencies controls can 
be relied upon

• Where deficiencies are identified, consider compensating controls that the 
entity has in place to reduce the impact of the ITGCs deficiencies

• Obtain more extensive audit evidence from substantive procedures when IT 
controls fail
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Audit Responses to Cyber Attacks
• Understand the nature and cause of the incident

• Consider the costs and any adverse consequences arising from the cyber incident

• Evaluate the impact to the financial statements audit

6. Assessment of whether 
the breach may indicate 
going concern issues for the 
entity

5. Assessment of the impact 
of the attack on the entity’s 
future and potential assets

4. Consideration of the 
impact to the company’s 
other assets

1. Understanding 
management’s review 
process of its patented 
technology.

2. Critical assessment of the 
assumptions in the 
impairment of I.A.

3. Sensitivity analysis of 
possible changes that have 
material impact to FS
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Auditor Vigilance towards 
Undetected Cyber Attacks
• Auditor should still maintain his professional 

skepticism when carrying out his audit 

• Auditor should inquire management 
regularly about whether management has 
knowledge of any cyber incident or 
suspected cyber incident affecting the entity

• Auditor should be more vigilant when the 
auditor is aware that the entity does not 
have robust IT systems and controls in place 
or when a higher cybersecurity risk has been 
identified



Finally, Back to Basics

Cyber incident Examples of ITGCs/ Good practice

• Ransomware • Good backup strategy & policy

• Phishing
• Employee awareness
• Anti-phishing software

• DDoS
• Locate servers at different data centers
• Segregate network

• MITM • Intrusion detection system



Thank You!

For a deeper conversation on your IT audit approach, please 
contact:

Jenny Tan, Partner, Risk Assurance
PwC Singapore
jenny.tj.tan@sg.pwc.com
Office: +65 6236 7738 | Mobile: +65 9751 7434


