


“The historic challenge for leaders is to manage the 

crisis while building the future.” 

Henry Kissinger

1. Modified Governance and ERM

2. New World, New Risks

3. Essence of Resilient Leadership



Improvised 

Governance

7. Necessary infrastructure and 

expertise to identify emerging changes 

in risk landscape and to provide early 

warning of corporate performance

2. Support the corporate risk culture 

and risk management

4. Take into consideration and 

maintaining awareness of future risks.

1. Analyse the sources, raising awareness and 

getting the board taking into account future risks

3. The board is involved in the 

reflections regarding drivers of 

success, choices of hindering forces in 

the orientation proposed by the 

executive committee.

5. The organisation’s tolerance for loss relative 

to its objectives and accountabilities

6. Awareness of threats to the drivers of 

success to achieve the long-term objectives 

and enhancement opportunities.

8. The organisation’s infrastructure, culture, 

policies, and procedures foster resilience.

1. Modified Governance and ERM

Modify Governance to stay in control



The time is now

Driven by the speed of change, 

management needs to ensure that their 

risk mitigation approach is timely, 

appropriate, focused and actionable. 
Pan-organization response

ERM in response to the COVID-

19 crisis needs to be 

organisation-wide as it impacts 

many facets of business.

Transform to digital ERM

The use of data in responding to 

risks by embarking on digital ERM, 

leading to more effective 

collaboration and threat response.

Practice caution

Organisations are cautious as risk 

appetite lessens. There should be 

frequent monitoring, resulting in timely 

informed decision-making.

1. Modified Governance and ERM

Modify ERM to be risk intelligent



2. New World, New Risks

What we can say just 6 months ago

Cybersecurity

“We all work in the office and 

is unlikely to be attacked.”

Supply Chain

“I have always been buying  

from that supplier only.”

Privacy

“We don’t record much and 

these data are not valuable.”

Workforce

“My workers should know how 

to take care of themselves.”

Digitization

“The good old manual way 

works, why change?”

Fraud

“Have it under control.”$$



1. Digitization

• The more business functions organizations can perform online, the more resilient they are. 

• Opportunities for organizations of all types to rethink how they engage with customers, manage costs, foster 

productivity and build their IT infrastructure. 

• Digital transformation introduces new risks.

2. The Returning Workforce 

• Re-examining office design

• Develop strategies to enable social distancing and provide PPE to employees 

• Consider staggering shifts, expanding work-from-home policies and employee health monitoring

• Return of the workforce will require planning, execution and risk mitigation

2. New World, New Risks



3. Privacy 

• Increase in managing personal protected and personal health information 

• Risk exposure from process re-engineering, regulatory compliance (e.g. PDPA/IM) and data security

4. Cybersecurity 

• Organisations have had to compromises to keep their businesses running. 

• A renewed focus on several areas of cybersecurity.

• Organizations to fully embrace digital transformation to enable a secure digital ecosystem for the next normal.

5. Supply chain 

• May not have optimise their supply chains around pandemic-resistant resilience 

• Need to rethink their supply chains as lockdowns across the world cause widespread disruptions
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Impact to control environment

• Shift to a remote workforce and 

workforce displacement

• Weakened oversight from 

change of processes and 

controls

External fraud schemes

Increased cyber attacks, 

phishing scheme, etc.

“Dark data” monitoring

Propriety work using non-standard laptops or personal 

mobile, or running of non-compliant applications

Employee related fraud

Increase in embezzlement, 

asset misappropriation, 

bonus maximising 

scheme, etc. 

Financial reporting and disclosures

• Increased pressure to 

manipulate or falsify financial 

figures.

• Not fully disclosing the impact 

of COVID-19, with respect to 

risks, uncertainties, etc. 

Culture and tone at the top

Tone at the top and sustaining risk 

awareness culture may not be 

deemed critical/essential

6. Fraud  
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3. Essence of Resilient Leadership

Board Journey through Recovery
Anticipate the 

Destination

Trust as a catalyst

of recovery

The only certainty

is…uncertainty
Mindset Shift: 

From Today to 

Tomorrow

3.

4.

1.

2.

How has management 

considered each 

uncertainties which could 

impact the business, and 

the implications of 

‘Recover’

Understand where ‘trust’ 

has either appreciated or 

depreciated during 

‘Respond’, and the 

implication for ‘Recover’.

Management should 

considering the human 

dimensions of trust for all 

major stakeholder groups

Iterate the destination 

at the end of ‘Recover’ 

with senior leadership

Check in with the 

senior leadership to 

confirm how they are 

leading those mindset

shifts within the 

organisation



3. Essence of Resilient Leadership

C-suites Considerations for Recovery

1. Accelerate Digital Transformation

Accelerate digital capabilities to enable 

growth, decrease costs, and progress 

further as an insights-driven 

organization.

2. Support the Workforce and 

Operating Structure

Align the work, the workforce, and 

the workplace – as well as operating 

models, business models and 

alliances – to deliver the Recover 

Plan.

3. Manage Stakeholder Expectations

Manage and fulfil stakeholder 

expectations while proactively 

addressing risks.

4. Optimise Assets, Liabilities 

and Liquidity

Curate the asset portfolio 

(including M&A transactions), 

strengthen the balance sheet and 

align the capital structure.

5. Increase Margins and 

Profitability

Adjust cost structures and 

investments.

6. Recover and Grow Revenue

Recapture revenue and expand into new 

organic opportunities for top-line growth, 

customer experience and profit margin.



Organisation will have:

• To continue driving the corporate governance and ERM agenda 

which has to be modified for the “new normal”

• To identified, monitored and be addressed new/heightened risks 

• To shift gear from respond, to recover and finally thrive with 

commitment from the Board and Management

Conclusion
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