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FAILURE TO  
DETECT THEFT  
AND FRAUD
It's Not just an Audit Issue 

C ommonly referred to as the 
“expectation gap”, a disconnect 
sometimes exists between an 

auditor’s professional responsibility 
for detecting theft and fraud and 
the general public’s perception of 
an auditor’s duties. The Singapore 
Standard on Auditing 240 Auditor’s 
Responsibilities Relating to Fraud 
in an Audit of Financial Statements 
includes a responsibility to 
communicate to the appropriate level 
of management on a timely basis if 
any information or evidence comes to 
the auditor’s attention indicating the 
occurrence of fraud. However, claims 
made against professional firms for 
alleged failure to detect theft and 
fraud could emanate from all types 
of engagements, including those 
generally regarded by practitioners 
as low risk, such as bookkeeping, tax 
compliance and compilation services. 

In such cases, plaintiff 
attorneys may contend that the 

practitioner failed to exercise 
due care in accordance with the 
relevant standards and regulations 
appropriate to the circumstances of 
the case, which is expected of them. 
In defence, the affected practitioner 
will have to show that there was no 
negligence on his/her part or no duty 
of care was owed to the plaintiff.

Certain practitioners may 
believe that longtime clients would 
never assert such a claim against 
them. However, a congenial working 
relationship can take an abrupt turn 
when fraud is discovered. Clients 
then may question why the auditor or 
accountant didn’t discover the fraud 
earlier or bring matters to the clients’ 
attention that could have prevented it.  

To illustrate how a practitioner 
can get tangled up in a client’s fraud, 
consider the following scenarios. 
These scenarios are based on real-
life claims from AICPA Professional 
Liability Insurance Program.  

Scenario 1 
A practitioner was engaged to 
perform tax compliance and tax 
planning services for a recruitment 
agency. To understand potential 
year-end tax implications, the 
practitioner summarised select 
income and payables accounts and 
discussed trends with the owner. 
The practitioner also received 
monthly bank statements and bank 
reconciliations. The controller, a 
longtime employee of the agency, 
embezzled more than $1 million by 
writing cheques to himself, reporting 
them as business expenses and 
destroying the cancelled cheques (or 
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scanned copies of them) when the 
bank statements were received.

The owner brought a claim 
against the practitioner for failing 
to detect the embezzlement. Expert 
review of the engagement noted 
that the controller had unmonitored 
access and responsibilities in 
accounts payable and that the trend 
analysis the practitioner performed 
noted unusual fluctuations in 
expense accounts. The plaintiff’s 
attorney argued that the practitioner 
should have identified the trend 
fluctuations as a red flag and brought 
this and the internal control weakness 
to the owner’s attention for further 
investigation. In defence, the 
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Firm personnel should 

be educated about 
common internal control 
weaknesses that create 

an opportunity for  
fraud to occur, such as 
a lack of segregation 
of duties, poor tone at 
the top or infrequent 

vacations taken by key 
financial employees.

that the firm performed a review of 
financial statements, made changes 
in financial statement classifications 
and general ledger adjustments, and 
completed bank reconciliations. 
Professional firm representatives 
also worked extensively on-site with 
the employee-embezzlers and were 
involved in the company’s day-to-day 
financial operations, but they did not 
discover the fraudulent wire transfers 
or payroll cheques.  

In both scenarios, the lack of an 
engagement letter memorialising 
the scope and limitations of services 
performed and management’s 
responsibilities was detrimental to 
the practitioners’ defence.  

LIMITING RISK EXPOSURES
Practitioners can use several 
techniques to protect themselves 
against risk exposures related to 
failure to detect theft and fraud.  
They include:

Embrace a quality culture
Integrate quality control policies and 
procedures into the firm’s processes 
and procedures, not just for audit 
engagements but for non-assurance 
engagements as well. Due to high 
staff turnover in this profession, 
an effective and strong quality 
control would provide assurance 
of consistency in quality across all 
services provided by the firm. 

Regularly evaluate the risk of  
the client and the engagement
Client and engagement acceptance 
and continuance are not simply 
for audit engagements. Regularly 
screen clients and consider the risks 
associated with both the client and 
the services you are being engaged to 
perform. It should raise a red flag for 
the practitioner when clients dismiss 
internal control weaknesses brought 
to their attention. Is this a situation 
where the client has an unreasonable 
service expectation, or is it possibly 
one of questionable integrity? Either 
way, the practitioner should take 

practitioner’s counsel noted that 
the practitioner received the bank 
statements for the sole purpose of 
understanding the tax implications.

  
Scenario 2
A professional firm compiled annual 
financial statements for a local wine 
producer. The firm sued the client 
for outstanding fees, and the client 
countersued, alleging failure to 
detect a high six-figure embezzlement 
perpetrated by three of its employees, 
all of whom colluded to create false 
wire transfers and payroll cheques. 
The professional firm’s invoices, 
which were produced during the 
lawsuit’s discovery phase, indicated 
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Integrate quality 

control policies and 
procedures into  

the firm’s processes 
and procedures, 
not just for audit 
engagements but 
for non-assurance 

engagements  
as well. 

precautions. Continuing to serve 
clients that are rated as high risk, 
difficult and/or uncooperative would 
build a portfolio of lower quality 
clients and increase the likelihood of 
legal claims resulting in financial loss 
and/or reputation loss to the firms.

Use engagement letters on  
all engagements
That’s correct – all engagements. 
In some cases, claims have arisen 
as a result of misunderstanding 
regarding the responsibilities and 
duties of the auditors or accountants. 
A well-crafted engagement letter can 
help reduce expectation gaps and 
serve as key evidence in the defence 
of a professional liability claim. The 
engagement letter should include 
an understandable description of 
the scope and limitation of services 
to be performed, a statement that 
the engagement is not designed 
to detect theft or fraud, and the 
responsibilities of both the client 
and the professional firm. The 
engagement letter should also be 
renewed and signed by the client 
annually or as and when there are 
changes to the terms of engagement.

Stay within the scope of  
the engagement
An engagement letter is useful only if 
the practitioner adheres to the defined 
scope in rendering the professional 
services. Additional services, or 
modifications to agreed-upon services, 
should be memorialised in writing 
with the client, whether it’s through 
email, a new engagement letter, 
or an amendment to the existing 
engagement letter. 

Be actively involved in  
all engagements
This is notwithstanding that he 
might have delegated certain tasks 
to other team members. Continual 
and timely involvement of the 
practitioner is necessary to ensure 
that work is carried out properly  
and that quality standards are met.

and detailed engagement letter, 
documentation regarding client 
inquiries made and responses 
received, and communication 
of internal control matters or 
suspicious activities noted.   

CONCLUSION
There is an increasing trend of 
litigation in today’s business 
environment. Although it is not 
possible to be protected from 
all circumstances that cause the 
auditors or accountants to run into 
the danger of claims for failure 
to detect theft and fraud, it is 
imperative that professional firms 
put in place measures to limit such 
risk exposures.  ISCA 

Be fraud aware
Train all the firm’s professional 
staff, not only auditors, about 
potential fraud risk factors and the 
“fraud risk triangle” (opportunity, 
rationalisation, and incentive/
pressure). Learn about the risk 
factors associated with common 
frauds, such as embezzlement by 
an unmonitored bookkeeper or 
controller with excessive authority 
or access, or use of business credit 
cards for personal expenses. Firm 
personnel should be educated about 
common internal control weaknesses 
that create an opportunity for fraud 
to occur, such as a lack of segregation 
of duties, poor tone at the top or 
infrequent vacations taken by key 
financial employees. 

Apply professional scepticism 
to all engagements
This is particularly important for 
engagements with longtime clients, 
where a level of established comfort 
could threaten objectivity and 
diminish professional scepticism. 
Trust your instincts and follow 
up on matters that don’t seem 
quite right. It is also important to 
train professional staff to have a 
questioning mind. 

If you see something,  
say something
Management letters with suggestions 
for control or process improvements 
are not designed solely for audit 
clients. If you observe a weakness 
in internal controls or believe 
management should follow up on an 
observation noted, inform your client 
orally and in writing. If the weakness 
persists year after year, keep telling 
the client both orally and in writing 
until the deficiency is addressed.

Document, document, document
Contemporaneous documentation 
represents critical evidence in the 
defence of professional liability 
claims. Strong documentation 
includes, at a minimum, a well-crafted 


